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Presentation Outline

A Self Protection Evaluation
| Static Analysis of Threat Parameters
I Missile Miss Distance as a Primary MOE

I Impact of Non-Linear Interactions (Chaotic
Behavior) on Missile Miss Distance

A Dynamic Simulation of Tactical
Engagements
I Several Classes (Generations) of Missiles
I Vs Jammer and Flare Airliner Protection Options

A The Roles of Dynamic Software Simulation
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Evaluation Methodology

A Was stimulated by the need to understand the
effectiveness of noff the
systems - in relation to specific threat weapons and
engagement geometries

A Was stimulated by the high cost of field trials and the
avallability of airliners

A Was stimulated by the need for a systematic &
repeatable analytical approach resulting in a
documented self protection effectiveness audit trail
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ECM Effectiveness Evaluation
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Focus On Missile Miss Distance

A Survivability of the airliner is assured if the miss
distance is sufficiently large that the missile does
not impact the target or trigger the fuse - the
warhead does not detonate

A Avoids the complex characterization of target
hardness and missile warhead fragmentation

A The probability of survival is based on a simple
characterization of target hardness and missile
warhead as a relative measure only - not an
absolute measure
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The Determination Of Miss Distance
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Evaluation Methodology
A Step 1- Static Analysis:

I Characterize the threat weapon system using a
standardized parameter set - EWIRDB

A Step 2 - Static Analysis:

I Determine optimum electronic countermeasure
parameters based on weapon system parameters

A Step 3 - Dynamic Engagement
Simulation:

I Determine over-all effectiveness of the self protection
In tactical engagements - Missile miss distance or
probability of survival
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Engagement Characterization

A Target Platform - Signature and Maneuver
A Threat Weapon - Guidance and Dynamics
A Countermeasures - Techniques and Tactics
A Propagation - Attenuation vs Wavelength

A Background Clutter

A Engagement Geometry

A Characterizing all systems involves more
than 250 parameters
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Threat Weapon System Analysis

A For self protection (ECM) effectiveness
evaluation, the weapon system analysis must
focus on the systemO0s aera
tracking & control subsystems

A The most important weapon parameters describe
the time response and target discrimination
characteristics of various missile subsystems (eg.
servo bandwidths and ECCMSs)

A Using standardized weapon parameters such as
EWIRDB facilitate this process

A Analysis methods are available for computing
estimated values for parameters unavailable from
EW Databases or exploitation reports
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IR Seeker Basic Characteristics

A Passive infra-red angle only tracking
A Many angular scanning/tracking techniques
| Spin scan, conscan, rosette, FPA
A Some possible ECCM discrimination techniques
I Narrow optical field-of-view
I Spectral filtering (two or more color/bands)
I Sudden increase in signal power/intensity
I Sudden change in rate of line of sight (angle)

A Angle servo electronics determine tracking and
maneuver responsive of threat missile
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Threats Exceed
500,000 Missiles
World-wide
2010

2nd Generation
2005 Spectral Imagers

1st Generation
Imagers

Scanning
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Flare CCMs

1970/80
Cooled r

19605 Con Scan j .
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Spinning Reticle AM Tracker i 15t Gen
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Spinning Optics FM Tracker i 2" Gen
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Multiple Spinning Optics - 3" Gen

Aka Rosette Scans
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Angle Tracking Servo Loop
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A Seeker field-of-view determined by optics and reticule

A Tracking (Servo) loop response determined by filter
bandwidths and amplifier gains
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Designation Strela2 Strela 2M
Missile am32 amM3zM
Launcher {gripstock) 9P53 SP58
Missile tube 9P54 9P54M
US Designation SA-TA SA-7B
NATO Codename ‘Grail 'Grail Mod
Mod Q" 1’
Naval Derivative SA-N-5
Length 1.42m 1.45m
Diameter 70mm 70 mm
Launch weight 9.2 kg 9.97 kg
Launcher weight 417kg 4.71kg
Combined weight 13.37kg 14.68 kg
Guidance Passive IR uncooled
lead-sulphide
detector
Spectral bandpass 1.7-2.8
microns
Seeker field or view 1.9°
Tracking rate 6°%/sec

Track Technique Spin Scan

Warhead weight
High explosive
content
Propulsion

Speed at launch
Maximum speed

Fuze arming
Fuze type

Min launch angle
Max effective
altitude:

Min altitude
Max range

Min range
Self-destruct

Reload time

-

1.1 kg 1.1kg
370g 370 g
RDX/AP RDX/AP
Two-stage solid
propellent

28 mfs 28 mis
385 mfs- 580 m/s-
M1.13 Mach 1.7

45 m 45 m
contact- contact-
graze graze

bdegrees b degrees
3500 m 4500 m

50 m 18 m
3600 m 5500 m
800m = 500m

Automatic, 15 s
after launch
6s 6s

Dat a Fr om Defoce Mies s Al eZlogab y

Tactical Technologies Inc. Copyright
2009, All Rights Reserved

16



Analyzed SA-7 Parameters
A Response Parameters

A Physical Parameters

I Mass: 5.5t09.2 kg

I Length: 1.42 m

I Diameter: 0.07 m

I Altitude: 0to 4.5 km

I Velocity: 580 m/sec

I Wing Span: 0.14 m

I Mean Chord: .08 m

I Configuration: Cruciform

Graphic-TechHWghfareo

by D. Richardson, et al.
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Analytic
Models

Airframe Natural Frequency:
14.9 to 21.6 rad/sec
Airframe Damping Coefficient:
.06 to .09
Airframe Maximum Latax:
12.1 to 30.3 goc
Autopilot PN Constant (Tail-on):
1.7
Seeker Servo Bandwidth:
1.1t0 1.9 Hz

A Other (zaloga)

Field Of View : 1.9 degrees

Spectral Band : 1.7 to 2.8
microns
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MANPADS/ECM Expectations

A ECM Characteristics - Tactics, Maneuvers and
Timing - will all affect engagement outcomes as
measured by missile miss distance

A Virtually an infinite number of threat parameter,
ECM parameter and engagement geometry
combinations are possible - only select
combinations result in aircraft survivability - Miss
Distance >> Warhead Fuse Distance

A Threat characterization, parameter certification and
data management may have major impact on
outcomes

A Management of each engagemen
relation to the associated input parameter
combinations, is essential

A Calls for database management
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Aerodynamic and Autopilot Parameters

Threat ID: I SA-14

Dimensions

Warhead

Z i p fAerbdgnamic Model Parameters

X| B3 Missile

Seeluarl Recalculate Defauhts | Done |

Aerodmamic Coefficients Default —

Eody Type Im
Tofal Length | ) m
Moze Length | 0.21 m

Diameter W m
hlazs W kg

Wing Span | 0.21 m
ing Foot Chord | 0.03 MW
Wing Tip Chord | 0.045 m
Tail Span | 0.21 m

Tail Root Chord | 0.045
Tail Tip Chard | 0.045

Diztatice to the Wikyg | 0.263 m from
Leading Edue the: noze

Diztance to the Tail | 1613 mfrom
Cenitre of Prezsure the: noze

Warbead Type I—
Fuze Type I—
hlazs W kg
ethal Raioe | m
Fuze Range |—2 m

Flight Profile

Fezonant Frey I Hz 04
Darmping Factor I 0.051

Plume

Velocity = EOO s

Latax Profile |

Plume Profile |

Aurtopilot

Default —
Typel PropMaw "I

Az PM Coefi{0) I 3 3

El PM Coefi{0) I 3 3

Rezponzse Banduidth = I 05 Hz

Z a r ¢ hAenodyrsamic Model Parameters
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Threat I0: Aster 30 Seeker I |
Warhead Guidance Default
Mazs 30 kg Type | Prophlay =
Fuze Range 11 m Az P Coeff(0) 3 3
ax AZ PR Coeff G 5]
P Isi
LERLEHIRT Min Az PN Coeft 1] [
Initial Missile Mass E3 kg El PR Coeffid 3 3
g Moz El P Coeft B[ 6
kais Min EI PN Coetf 1 [T
Specific Impulse 267 =
Mozzle Exit Area | 000948 m? Autopilot
. Rate Loop 0.1
Aerodynamics Time Constant
Reference Area for | 001767 m2 Ratio of Proportional- 01
Aerodynamic Data to-Integral Gain
Root Locus Gain of 40 radis?

Lift Coefficient

Derivative of Lift Coefficient

Drag Coefficient {(Power OFF)

Drag Coefficient (Power OH} |
Thrust at Sea Level |

Accelerstion Loop

Iazirmum Mormal 50 g

Acceleration
tzitnum Lateral S0 g
Acceleration
azimum Angle of 35 deg
Attack
Maitnum Side Slip 35 deg
Angle
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Aircraft & Flare Signatures
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Target & Flare Signatures

Flare
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Flare Signature Control

The Dark Flare By Aircraft Protections Systems
3/9/2009
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Atmospheric Transmission

<Visiblg BdRa 1 B8dRan __, sfha _
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Jammer & DIRCM Parameters

B Jammer Menu

Jammer D m Copy | Delete |

X

Comment Ares

¥ Eriable DIRCH DIRCH | MAWS Set AM
Bearmidth 5 deg
Radiant Intensity (dBW,/sr/um) as a
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Wavelength Radiant Intensity =
L 1 40
|| 1.4 43
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|| 25 45
|| 3 a0
|| 35 o2
|| 4 a0
| 45 a0f -

B set Amplitude Modulation Menu

Jammer 10 AM ID

[ W -]

X

Copy | Delete | Done |
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Maodulation Depth I 100 %

Cn-0FF Duky Cywcle
Min I 10 %
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IR Seeking Missile Reality

AN/AIM 9 Sidewinder Characteristics
Length: 2.89 meters

Diameter: 0.13 meters

Fin Span: 0.63 meters

Speed: Supersonic

Warhead: 9.36 kg blast fragmentation

Launch Weight: 85.5 kg

Range: 16+ km

Guidance System: Solid-state infrared homing

Fr om: AFundamentals of Aircraft Combat Survivability & Des
R. E. Ball, AIAA Press, Second Edition (CD-ROM)
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DHL A300 vs Igla (SA-14) in Baghdad,
Nov 22, 2003
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DHL A300 On Fire

The second
missile missed
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DHL A300 Aftermath
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Key ECM Effectiveness Issues

A Countermeasure effectiveness measured by

missile miss distance at end game
I Large missile miss distance = effective countermeasure

I Successful velocity or range deception does not normally
cause a large missile miss distance

I Successful steady angle error deception against
proportional navigation guidance does not normally cause a

large missile miss distance

A Missile miss distance measurement requires
complete closed-loop dynamic missile fly-out,
including:

I Missile and target aerodynamics and kinematics

I Threat missile guidance and control including non-linearities

I Threat radar/seeker and electronic countermeasure
interactions
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Required Simulation Features

A Dynamic closed-loop missile fly-out engagements
A Various missile seeker tracking types required

I Spin Scan, Con Scan, Rosette, Quadrant,
Array

A Various countermeasure types required

I On-Board Omni-directional and Directed
(DIRCM)

| Off-Board Flares and Towed Decoys
A Non-linear interactions between seeker and ECM
A IR signatures vs aspect angle and wavelength
A Atmospheric propagation and background
A Engagement geometry and target aircraft tactics
A Output result includes missile miss distance
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Simulation Engagement Control
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\
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Non-linear interactions & miss distance

A Missile miss distance occurs after extended dynamic
interactionsbet ween ECM and Missil eo0s

A Seeker contains many non-linear functions and
components, such as steering surface limits, saturating
amplifiers and S-shaped tracking discriminators

A ECM signals inherently cause seekers to operate in non-
linear regions and with non-linear logic and functions

A Extended dynamic interactions between non-linear
systems inherently gives rise to chaotic behavior

A Chaotic behavior means a small change in an input
condition or parameter can lead to a large change in
missile miss distance
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What Is Chaotic Behavior?

A Noticed By Lorenz In Weather Prediction Studies

A Plot Trajectory Depends On
Initial Conditions

A May PossesStable Q
Regions

A Plot Trajectory Is Not
Repetitive

A May Possess Multiple
NStrange Attrag

A Final Result Depends On
Duration Of Interaction
A caused By Non-Linearities In Extended Dynamic Interactions
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Simulating Chaotic Behavior

U For realistic and valid simulation the threat subsystems must
include appropriate non-linearities and narrow threat
parameter ranges

U Simulation models and input parameter values must be
validated to confirm they include key non-linear interactions
and models and parameters together generate realistic
chaotic behavior

U Multiple simulation runs (Batch Runs) of engagements,
using Monte Carlo selection of expected threat, ECM and
engagement parameter values, should be performed

U The chaotic scatter results from individual runs in the batch
should be collected to establish statistical distributions
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Sample MANPADS Batch Result

Miss distance scatter vs missile launch azimuth for a particular flare deployment pattern
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Probabllity Miss Exceeds Thre

3/9/2009
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shold

Fixed Parameters

A/C IR Rad Int
800 w/str

Flare IR Rad Int
4000 w/str

Flare Deployment
6 flares
0.5 sec spacing

Random Parameters
(Monte Carlo Selection)

Launch Distance
A2000 to 4000 m

Missile Velocity
A600 to 1000 m/s
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Plotting CM Effectiveness

A Plot miss distance scatter data so that the
probability (Percentage Of Runs) miss distance
exceeds pre-selected thresholds as a function of
missile azimuth launch angle.

A Provides a means to:
U Develop Effectiveness Requirements Specifications

U Develop Equipment Test Procedures Based on
Effectiveness Specifications

U Develop Countermeasure Deployment Tactics
U Develop Aircraft Maneuver Timings And Strategies
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MANPADS/Airliner/CM Engagements
A Wide Body Aircraft

Four Engines

In Take-off, Climbing at 10°

Speed 100 m/sec,

AC Altitude at Missile Launch: 400 m
Demos Of Both Flare and DIRCM Protection

A Missile Launch

I Launch Range 1.5 Km
I Demos Of First (One Color, Spin Scan Tracking) and

Third Generation (Two Colour, Rosette Tracking)
Missiles
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MANPADS Characteristics

Threat Wave Band Tracking Reference
(microns) Technique
Zaloga, Janes Pub, 1988

Fiszer et al, JED, Jan 04

Gremlin (cooled) (FM) http://encyclopedia.thefreedictio
nary.com/SA-14
SA-18 2-3 & 3-5 Con Scan? Grossman et al, Rand Study,
Grouse (two colour (FM) #1713
discrimination)
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Countering A Spin Scan Tracker

Target Detection and Tracking

Spinning Reticle 100% f ;
11 Carrier {chopped) signal: B8y, = | 1 ——
RETICLE I ‘ i
ROTATION LU iy

0%

100% 4 uths
IR S0U FIEE ; I
TFl.P.I"-I SPARENT 2) Envelope detectar signal: :
0% “gw pyv -
REF
IR

- DPAQUE e |
3 Enwelope fundamenial: /\ /\
// . \/ ' o
i Tirne jor palar angle B, 0
FH-“LEING SECTOR 4) Reference signal: ? 3(-*\

50% TRANSMISSION im\/w: oo oS

Graphics: ATest And Eval uat iExhblaOf KA StjyvE ?ﬁéée@eierrwihéssfafg%PAn@Pé

Counter-Phase ECM Amplitude Modulation Causes Angle Error Sweeping
ECM AM Frequency Can Ensure Counter-Phasing
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Directed IR CM Protection

A Miss Distance Created By Anti-Phase Amplitude
Modulated Jamming That Introduces:

I Continuously Increasing Angle Track Error Throughout
The Missiledbs Flight, Or

I Rapid Angle Track Error Sufficiently Large To Cause
Seeker Break-Lock And No Re-Acquisition
A Directed Jammer Beam Offers Large Jam to
Signal Ratio and Large Angle Track Error
Normally (vs Omni-Directional Shuttered Heat
Sources)

A Requires Detection and Closed Loop Tracking Of
Attacking Missile Signature (Body/Plume) To
Direct The Focused IR Beam
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DIRCM Simulation Features

A Directed Jamming Beam
I Laser or High Intensity Lamp
I Radiant Intensity vs Beamwidth & Wavelength
I Programmable Amplitude Modulation
Sequences
A Closed-loop Servo Controlled Beam
Steering

I Quadrant Array, Two Color Missile Tracking

A Missile IR/UV Signatures vs Time, Aspect
Angle and Wavelengths
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Role Of Dynamic Simulation

A Provides scopes of primary seeker
subsystem responses to ECM stimuli
enabling analysts to understand key
Interactions

A Provides graphics of missile and aircraft
trajectories and end-game miss distance

A Batch simulation runs collect statistics of
engagement outcomes (miss distance) for
a wide range of engagement scenarios

3/9/2009 Tactical Technologies Inc. Copyright 48
2009, All Rights Reserved



Swept AM vs Spin Scan

Batch Run Effectiveness Results

Average Miss Distance (m)
Probabiiity Miss Distance =0 010
Exceads 20 Meters

vs N
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..h§§>\\:\\\ //!%’6&‘“ 270 :; ; a0

) '777//@\\%&' 260 ' : . 100
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Swept AM vs Spin Scan

Miss distance dependence on relative AM & Spin Scan Phase
(by varying missile launch range in a tail chase geometry)

Swept AM vs Spin Scan

- a [\ A a A
70.0 > Miss Distance:
™
60.0 ‘:'/_\”"""\ﬁﬁ_ﬂ [T\J R \"‘*Avév&v‘d’ Average = 57.9 m
50.0 /

Missile Miss Distance (m)

Last Mode:
100% In Search

1200 1250 1300 1350 1400

Missile Launch Range (m)

Miss Distance Depends Somewhat on Launch Range (ie Relative AM and Spin Scan Phase)
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Typical Rosette Scans (wutiple spinning optics)

N /) A Scans While Tracks
a\i ,} A Digital Tracking
- B A Spatial Sampling

; R\Q A Quasi-Imaging
2 AECM Generation Of

”UO\ Angle Error May Be

Difficult

Graphic: -ReldhheHdmdbaoko Edited ZR$wisW. L Wol f e
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Rosette AM Deception Analysis

10 Rosette Characteristics
13 10

2 7 A Two Counter-Rotating
Mirrors
5 5 7 * A Rotation Rates =15 & 27 Hz
2 2 A Petal Frequency = 42 Hz
' A Rosette Frequency = 3 Hz
u 3 . A Number of Petals = 14
6 - A Sequence As Shown
14 9 o9

4 3 6 AM ECM Characteristics
A AM Center Frequency = 43.5 Hz
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