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The Modeling and Simulation Infrastructure Evolution in EW 
This presentation will provide you with a brief overview of Tactical Technologies experience in developing Tactical Engagement Simulation Software (TESS™).
We developed this capability to support the development and evaluation of countermeasure (CM) tactics and techniques.
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EW engineers, researc
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hers & the military can use

physics-based mode

S and engagement

simulations to analyze and evaluate weapon

systems and to deve

op and optimize

countermeasure effectiveness.

Tactical Technologies Inc (TTI) has been developing

this class of modeling and simulation based
analytical tools for over ten years and supports an

EW user community

In over 20 countries.

The objective of this presentation is to share some of

the 1nsights derived from developing, evolving and
supporting this technology.
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INTRODUCTION
Engineers use physics-based models in simulations to analyze the interactive behavior between systems. In the countermeasures (CM) domain, this analysis provides a cost effective means of assessing CM effectiveness across a broad range of threat systems, conditions and situations.
Tactical Technologies has been developing this type of analytical capability to investigate and analyze the terminal engagement phase of infrared and radar guided weapons in surface-to-air, air-to-air and anti-ship engagements for well over a decade.
We felt that it might be of some value to share the experience and insights gained from developing, evolving and supporting this class of technology, and this is the objective of our presentation.
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CM DEVELOPMENT & EVOLUTION PROCESS
To establish a common baseline, allow me to use this graphic, compliments of MASS Consultants Limited to illustrate the CM development process within an Electronic Warfare Operational Support operation.
As you can see it is a complex knowledge development-based process.
It relies on the analytical assessment of countermeasure tactics and techniques against various threat systems based on their effectiveness…, while taking into account the broad range of threat systems, target platforms, countermeasure systems, capabilities and configurations, environmental conditions, engagement geometries etc… which all affect the results.
This analytical assessment is highlighted along the top left in the “ASSESSMENT” block and covers the spectrum from “analytical modeling”, through to “operations”.
As you can also see, the ultimate objective is to support operational CM requirements as depicted on the right.
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CM READINESS MODEL
Countermeasures evolve.
MASS Consultants uses this CM Readiness Model to rank countermeasures by operational readiness, level 1 = low to level 9 = high.
This graphic alludes to the level of knowledge, experience and confidence established in a particular CM.
The infrastructure required to support these stages is also overlaid.
CM development is a progressive and evolutionary process from concept, to validation, to qualification, to final operational deployment.
And Modeling & Simulation has become its cornerstone. It allows ideas and concepts to be easily investigated and exhaustively evaluated at low cost. In this domain, analytical tools such as ours allow users to experiment with a very broad range of engagement conditions, geometries and threat systems. Concepts that prove worthy of merit become well defined and characterized at this stage before being promoted for further investment.
Ground Testing takes these promising concepts, validates their true potential using actual hardware and hardware-in-the-loop resources, and assuming these experiments prove a particular concept to be viable, promote them yet again.
Flight Testing supports the evaluation of CM under very specific test conditions for flight qualification and operational deployment.
You should note the progressive increase in equipment and resource costs as we move up the ladder, while also recognizing the decrease in number of actual “tests” and acquired data - low cost modeling and simulation generates vast amounts of analytical data and insight, while flight testing creates but a sparse data set which is often difficult to correlate due to the randomization of so many variables.
Please note the recursive feedback of knowledge depicted by the arrows on the left.
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CM Readiness versus Performance
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CM READINESS versus PERFORMANCE
The reason TTI committed itself to the development of Tactical Engagement Simulation Software solutions is captured here.
Again thanks to our friends at MASS Consultants we have a plot of CM Performance and Uncertainty (or Risk) as a function of CM readiness level.
First - the more we develop and evolve a CM the better it gets and although there will always be some residual risk, 
Second - is that you’ll notice a CM’s performance potential becomes readily apparent while still in the low cost modeling and simulation supported CM development stages.
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ANALYTICAL MODELING & SIMULATION TOOLS
For those not familiar, the class of capability I am referring to is portrayed here. This example highlights the analytical capabilities of an engagement simulation based tool for generation 1,2 and 3 passive infrared guided missiles.
A 3 Dimensional situation display (top-left) and virtual reality display (top-right) allow a user to view and monitor the engagement geometry as it plays out.
A set of scopes arranged along the bottom allows the user to “look into” the different systems in play and see what is happening.
On the left is the “power in the seeker scope” which shows radiant power from sources within the seeker’s field of view. Yellow being the target’s radiance and blue being the flares. It has been set up for two user defined IR bands to support threat systems with dual-band discrimination.
Next is the “seeker mode scope” which simply identifies the seeker’s state over time (0=track, 1=acquisition, and, 2=search).
The two scopes on the right show the seeker’s track point (red) with respect to the target and flare emissions in both azimuth and elevation.
As simulated engagements play out, the user can use these scopes to monitor and analyze what is happening and why under the different sets of circumstances being investigated.
At end game both a miss-distance and probability of survival result are displayed for each simulation run providing the user with valuable evaluation metrics.
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TTI's Starting Point

« EW & CM experience
* Not a Software Shop
e Windows®on standard PC’s

* Open source physics-based material -
unclassified

e MATLAB® and Simulink® infrastructure

— a Mathematical modeling & simulation language
COTS with international support

Open, Hierarchical Structure

Easy To Program, Verify, Validate and Modify...
Usable by EW engineers
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TTI’s STARTING POINT
When TTI initially considered developing Tactical Engagement Simulation Software we were extremely pragmatic. We assessed what we could do and what users needed.
TTI had EW & CM expertise, but being a small company, had very limited resources and even less infrastructure to rely on.
TTI was “application smart” and engineering oriented, but definitely not a “software shop”, and we weren’t about to become one.
We used standard Widows-based PC’s and couldn’t rationalize moving into the more complex UNIX workstation world.
Open source material and physics was readily available and covered the vast majority of material we needed and this material was becoming even more accessible on the “internet”. In comparison, classified material just seemed to add “parametric detail” while encumbering us with all sorts of complications.
And at the time, whether by luck or happenstance we discovered MATLAB & Simulink’s new model-based design approach. It appeared to offer us a perfect environment analogous to the hardware domain our electrical and aerospace engineers where familiar with. It also allowed to remain focused on EW and building our system models without having to become proficient in C and/or C++. It included a comprehensive set of features that ran from high level tools, to conversion into C code if required for real time applications in a commercially available off-the-shelf (COTS) product. And just like in the hardware world our engineers could recursively develop our system models, tie them together in simulations and analyze the results just as if we were sitting at a test bench in the lab, and all without having to re-invent the sophisticated underlying simulation infrastructure required.
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Customer Needs & Wants

NEED to understand CM effectiveness
— Develop EW knowledge
— Insight into EW & CM engagement physics
— Appreciate effectiveness of delivered or developed CM

WANT to develop EW knowledge
— Open & verifiable capability
— Accessible affordable analytical tools
— Unclassified foundation in physics
— Re-usable across their requirements

A common solution for CM development
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CUSTOMER NEEDS
The objective of CM is to impede a threat and ideally prevent the threat from killing a target.
As a result, to develop CM’s users require detailed knowledge into threat systems. They also need knowledge of their targets, CM system capabilities and suitable techniques that can counter the threat.
Due to the classified nature of this domain, users need to develop this knowledge for themselves, indigenously. It is based on intelligence and threat system exploitation and anybody who has it, does not readily give it away.
TTI had the advantage of Dr Trevor Tucker, who had first hand experience attempting to develop this knowledge base in Canada in support of our national aspirations to become self reliant in the CM domain.
But something of particular importance is that this knowledge base relies on the general  laws of physics which are readily available, and can supported and developed using unclassified analytical tools and techniques before touching any classified system parameters.
Beyond these concepts users need to get 
- a maximum return on their investments. (high value)
- tools and resources that are open and verifiable. (openness)
- accessible solutions both in cost and availability. (open market)
And a growing number want re-usability… across a spectrum of requirements. (commonality)
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Commercial-Off-The-Shelf

Off-the-shelf availability
Self sustained evolution
3rd party support

Openness

EWIRDB data
Unclassified OS physics
Software Source Code
Validation & verification
Freedom of Use

Modularity

System-of-systems
Replace/Modify
Integrate to other resources
Extensible custom usage
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As a result of these influences TTI simply adopted 3 basic concepts as the right thing to do.
Commercial-Off-The-Shelf (COTS), OPENNESS & MODULARITY
TTI needed to take advantage of COTS wherever possible to reduce the level of effort we would need to invest and avoid re-inventing the wheel. Using COTS capabilities allowed us to focus our efforts in our areas of specialization and potential contribution. It also allowed us relegate the continued investment and evolution of our chosen COTS infrastructure, to its supplier, primarily the MathWorks Inc.
TTI’s experience with closed, proprietary and/or restricted capabilities turned us into staunch advocates of OPENNESS. Users need to understand how things work in order to develop confidence in the way they work. TTI believes that openness moves engineering, science and technology forward, and benefits the community at large.
Simulating a tactical engagement is a good example of “systems of systems” interacting with each other. MODULARITY is the most effective method of working with complex systems, and results in better system structures which are easier to design, develop and evolve.
Although relatively simple concepts, they actually address an extremely broad range of user interests.
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COMMERCIAL OFF-THE-SHELF
When you develop an EW engagement simulation in a small company, you need to succeed, or there goes the company.
To mitigate risk we focused on making our technical contribution at low cost and quickly. We knew we didn’t have build everything ourselves, and recognized that we could leverage our expertise and limited resources with off-the-shelf technology.
From standard PC’s with Windows, to MATLAB and Simulink, COTS meant we had immediate access to core capability and infrastructure at relatively low cost and close to no risk.
The decision to work with PC’s running Windows was almost a non-decision.
The selection of MATLAB and Simulink meant we had a direct path from subject matter expertise to output simulation and back again. 
The process we followed started with relatively simple system simulations, and as our experience and user interest in our simulations developed, we slowly migrated to more and more inclusive, complex and higher fidelity simulations. The success of this strategy was in large part due to our commitment to and reliance on COTS for our infrastructure.
Interestingly as our simulations evolved, so did our belief in them as “product”. Now maintenance and support revenue supports internal product development initiatives while larger custom development projects that address more advanced user requirements generate enhanced features and capabilities we make available as major upgrades.
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OPENNESS
Users who have been frustrated by closed, proprietary or restricted systems understand the benefits associated with openness. Source code you can’t “decode” for lack of “software” expertise is actually just as bad.
Users need to understand how things work in order to develop confidence in their results. They need to be able to audit or calibrate these capabilities.
Users also have occasional needs to modify capabilities for specific requirements.
TTI believes that these rights should be accessible to users and they should be able to exercise them without interference, unpleasant surprises, and/or proprietary or technical road blocks.
To TTI openness means…
-working with standard data sets from sources like EWIR and Missile DATCOM.
- fully documented source code in MATLAB and Simulink that our users, who are mainly electrical and aerodynamic engineers and physicists, can independently verify, validate and audit without the need for computer scientists.
-providing the technical sources we have used as reference.
-enabling users to modify our system models to incorporate proprietary and/or classified capabilities, or modify them to meet their requirements, be it integrating legacy capability or building custom simulations with our models.
-supporting users to develop their EW knowledge building capabilities.
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MODULARITY
Architecturally an EW engagement is a “system-of-systems” interacting with each other.
At the highest level, threat, environment and target systems make up an engagement. 
A missile threat system has sensors, a guidance system, an auto-pilot, and an airframe that carries a warhead based on thrust, lift and drag characteristics.
A target system has a signature, it maneuvers and is equipped with various active, passive, on-board and off-board self-protection capabilities.
And the environment in between must include background noise and emulate atmospheric signal propagation characteristics.
The easiest way to mange the development testing and evolution of complex systems such as this is with a modular hierarchy.
After a years of systems development, a certain level of elegance emerges through practice. Now on our fourth generation of TESS and this elegance is evident in its well compartmentalized, well endowed and well defined system models with “standardized” interfaces and sophisticated feature sets, capabilities and fidelity.
From the users perspective modularity also facilitates system auditing, validation, modification or integration of these modules with legacy capabilities, or hardware-in-the-loop set ups.
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COTS OPEN MODULAR
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THE RESULT
The bottom line is that these 3 simple concepts; COTS, Openness and Modularity make a substantial contribution to the user.
They deliver flexibility.
COTS – means its low-cost and off-the-shelf with no development, cost or schedule risk. It also means high value in technology that isn’t dead-ended. In short COTS is alive, supported by a third party and evolving through user community interests.
Openness – means unfettered freedom to access, audit, adopt, and modify independent of the original supplier.
Modularity – means ease of use and flexibility to do what you need to do. 
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APPLICATIONS
TTI didn’t start off as a product company, but we recognized and understood users needs.
Our philosophy is simple – we build loyalty by earning it through our products.
Although originally designed to provide standalone CM analysis capability on a personal computer, TESS has evolved to support a broad range of user applications and interests.
DRS integrated TESS into a Canadian aircraft test range where its virtual missiles engage aircraft on training missions.
TTI integrated TESS’s hard and soft kill weapon systems to support Threat Evaluation and Weapon Assignment research.
CSIR Defencetek has developed a complex M-on-N, land, sea, air engagement simulation using TESS system models as COTS building blocks.
While others have simply standardized on TESS as a common infrastructure across EW facilities using the same system models in standalone, HWIL, and Test Range simulation requirements.
This graphic attempts to demonstrate some of these in terms of application scale and complexity.
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SUMMARY

* TTI's experience in developing and
evolving analytical modeling and
simulation for CM analysis

— designed to contribute out-of-the-box with
unclassified open source physics

— COTS, OPEN & MODULAR solution to EW
modeling and simulation

— support broad range of user requirements

— And can evolve and migrate to support
simulation requirements across the EW
laboratory and test range as a common
Infrastructure
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SUMMARY
In summary TTI’s experience with COTS, openness and modularity has been a positive and enlightening one.
COTS is making a substantial contribution to EW whether in the Defence Intelligence Agency’s use of MATLAB & Simulink in the Threat Modeling and Analysis Program (TMAP), or products like TESS.
Because COTS delivers high-value, low-cost solutions right off-the-shelf.
Openness and modularity simply add “user empowerment” features to the mix allowing the user to address a broad range of very real user requirements and concerns.
TTI’s development of TESS although pragmatic, has been extremely user-oriented. I believe that being COTS, Open and Modular is why we’re supporting a user community in close to 30 countries.
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